1. Open “Network and Sharing Center” in Control Panel.
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Ps: If you can’t find Control Panel, please input key word “Control” in the Windows Search Bar.
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2. Select “Set up a new connection or network”.

| ﬂ' Network and Sharing Center

Control Panel Home

Change adapter settings

| Change advanced sharing
settings
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View your basic network information and set up connections
View your active networks
UIC-WIFI Access type: Internet
Public network Connections: M Wi-Fi (UIC-WIFI)

Media streaming options

See also
Internet Options

Windows Defender Firewall

Change your netwarking settings

=Gl 5et up a new connection or network
ot

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

\E Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

3. Select “Manually connect to a wireless network”

&« @‘ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

!ih Set up a new network
=@ Setup anew router or access point.

Manually connect to a wireless
S =lConnect to a hidden network or create a new wireless profile]

i Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Next Cancel




4. Input Network name: eduroam, Security type: WPA2-Enterprise, and then Next.
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< Q‘ Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: eduroam

Security type: I WPA2-Enterprise v I

Encryption type: AES

Security Key: Hide characters

| @ start this connection automatically

("] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

5. Select “Change connection settings”.

| < Q‘ Manually connect to a wireless network

Successfully added eduroam

.= Change connection settings
' Open the connection properties 5o that | can change the settings.

Close




6. Change to Security option, and then Click “Settings”.

eduroam Wireless Network Properties x

Connection

Security type: WPA2-Enterprise v

Encryption type: AES v

Chgose a network authentication method:
Microsoft: Protected EAP (PEAP) b Settings

Bemember my credentials for this connection each
time I'm logged on

Advanced settings

| cmce

7. Remove the checkbox “Verify the server’s identity by validating the certificate”, and
then click ok.

| Protected EAP Properties x

When connecting:

[ JMerify the server's identity by validating the certificate:

Connect to these servers (examples:srvl;srv2;. *\.srv3\.com):

Trusted Root Certification Autharities:

(@]~~~ certificate Services

[] Baltimore CyberTrust Root I
D Certum CA

[ Certum Trusted Network CA

[T crca BV ROOT

[] class 3 Public Primary Certification Authority

[T pigicert Assured ID Root CA
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Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...
Enable Fast Reconnect

[ Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy




8. Select “Advanced settings” on the returned interface.

eduroam Wireless Network Properties X

|
Connection  Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) ~ | Settings

B Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel

9. Inthe 802.1X settings, select “Specify authentication mode:”, “User authentication”,
and then Save credentials.
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| Advanced settings X ]

802.1X settings f§ 802.11 settings
E_SEQcify authentication model]

I User authentication \I Save credentials

Delete credentials for all user:

[ JEnable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
taximum delay (seconds): 10 =
Allow additional dialogs to be displayed during single

sign on

This network uses separate virtual LANs for machine
and user authentication




10. Input your UIC account and password like below, and then click OK.

V¥ Windows Security

Save credentials

Saving your credentials allows your
computer to connect to the network
when you're not logged on (for example,
to download updates).

o _mmck-oa@uic.edu.cn

0] ¢ Cancel

11. Click the OK button for the remaining windows, and the eduroam network configuration
is now complete.
Advanced settings x| eduroam Wireless Network Properties X

802.1X seftings  §02.11 settings Connection  Security

Specify authentication mode:

User authentication o Save credentials Security type: WPAZ-Enterprise w
Delete credentials for all user: Encryption type: diES hd
() Enable single sign on for this network
Perform immediately before user logon Choose a network authentication method:
Perform immediately after user logon Microsoft: Protected EAP (PEAP) A Settings
=
10 - Eemember my credentials for this connection each

Allow additional dialogs to be displayed during single time I'm logged on
sign on

This network uses separate virtual LANs for machine

and user authentication

Advanced settings

Cancel | I 0K I Cancel




< ? Manually connect to a wireless network

i Successfully added eduroam

.= Change connection settings
: Open the connection properties so that | can change the settings.

Close

12. It will automatically connect to the eduroam signal after the configuration is complete,
otherwise you can manually find it in the wireless list to connect like below.
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